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PHR Privacy Questions Get Tougher When Criminal Justice System
Involved

by Dennis Melamed

The Kabukiwe see in the transitionto electronic health records obscurestwo obvious and fundamental
issues:

1 The nature of the confidentialityprivilege for electronicrecords maintainedby patientsinstead of
doctors;and

1 The right to avoid self-incriminationwhen medical records contain informationthat might result in
criminal prosecutions.

Both issues deal with the legal rights patients have in their medical records. To be clear, this is not the same
as the patientrights granted under HIPAA or the types of private sector commitmentsto not abusing use of
medicalrecords. We seem to have a grasp on these finer points.

Instead, there seems to be little enthusiasmfor dealing with the more mundane non-health relatedissues
that arise when patient data meets the court system and the criminal code. These more concrete and
practicalissues are the real posers.

PrivilegeTo Be Served (With a Subpoena)

Let's start with the "simpler”issue. In June, the Markle Foundationannouncedthat many of the industry's
heavy hitters and consumergroups had reached an agreementon a code of patientrights and behaviorin
regard to personal health records as part of its Connecting forHealthinitiative. It's importantto remember
that these records are maintainedby the patient.

This common framework-- from a patient confidentialityperspective -- focused on how the private sector had
agreedto be on the side of the angelsin managing patients'information.

Don't misunderstandme. That's a good thing and everyonein that initiative deservesto be applauded.

However, no one seems to have consideredthe legal ramifications of having a patient maintain his or her
own records when lawsuits or criminal proceedingsoccur. When asked, the heavy hittersin the Connecting
for Health initiative said they had not consideredit. They were focused on the private sector and non-judicial
aspectsof EHRs.

The defaultassumptionseemsto be to leave it up to judgesto decide whatto do.

This is a grave oversightwhen we considerthe hundreds of thousandsof court cases in which lawyers seek
informationfrom the opposingside and are limited in their ability to fish for information.

All states recognize,in one fashion or another, a physician-patient privilege when it comes to medical
information.

But what happenswhen the patient holds a separate set of records? What confidentialityright can a patient
claimwhen an insurer or an employeror soon-to-be ex-spouse seeks records from the patientdirectly?
There is no doctorto claim privilege.

In a paper-based world, the individual can simply deny having the records or destroy them.



In a world where the informationis stored electronically,no such easy answer exists. The consumer'sPHR
contractorhas the information. And even if a health care organizationis the one maintainingthe PHR, where
is the doctor-patientrelationshipimplied?

While patients' PHRs might not be official, they will certainly be of use to those seeking official records. If
they are not official, we still cannotassumethey are inaccurate. If we do that, then we have to wonder about
the value of the PHRs in the first place -- at least a little bit. In any case, the "official" status is of little
consequencebecausethe PHRs are likely to contain useful informationfor legal purposes of discovery.

This is no trifling matter. Since the HIPAA Privacy Rule wentinto effect in 2003, many state courts have
addressedthe legality of attempts by defense attorneysto informally speak with plaintiffs’ doctorsin a large
number of malpracticeand child custody cases.

These so-called "ex parte” communicationsare not prohibitedby HIPAA. However, some states, such as
Tennessee, have bannedthem entirely, concludingthat the conveniencefor the legal system does not
outweigha patient'sright to confidentiality.

Other states allow such information communications,but only with patientauthorization.

These state actions only address medical records held by doctors and thus have some form of confidentiality
privilege to overcome.

PHRs Not So Lucky

If it hasn't happenedalready, it won't be long before attorneysgo for the PHRs and avoid the hassles and
complicationsof going through doctors. When that happens,we all can be sure to hear patientswonder what
happenedto patient privacy.

Congresshas not addressedthis issue. But then again, no one else has either.

An easy starting point might be a federal law that grants PHRs with the same patient privilege that exists in
the states in which the patientreceivestreatment.

Of course, the law being the law, it might not be so simple because some states have constitutionalrights to
privacy; others have the privilege establishedby case law; and still others base the patientprivilege on
contractlaw. That discussionis for another day -- except for one point.

Because patients'rights to confidentialityare based on different premises, it is reasonableto assume that
judges will take differentroutes in making decisionson PHRs. And we can be sure that not all PHR roads will
necessarilylead to patient confidentiality.

The differencesamong the states raise the secondissue that is studiouslyignored in the discussionover
EHRs.

The Rightto Self-Incrimination

We've paid a lot of attentionto the complexitiessurroundinglaws focused on privacy and data security. The
creation of the Health Information Security and Privacy Collaborationto iron out inconsistenciesamong the
states over privacy and security is a testamentto those challenges.

The efforts have largely focused on conventionalprivacy laws, such as HIPAA and states' versions of
medical privacy laws.

That focusis too narrow. The state and federal legal requirementsto report health data are numerousand
varied. Significantly,many laws involve criminal activities, not civil violations.

| can already hear the responseto this line of reasoning: Health care providers are safe in sharing patient
data with other doctors for treatmentand billing.

That's true. It's also not the only consideration.

One of the more immediate and foreseeable problems deals with issues surroundingthe age of sexual



consentand the sharing of reproductiveinformation.
For the past 16 months or so, I've asked people much smarterthan me about the following scenario:

1 Parentshave a 16-year-old daughterand live in a state like New Jersey where the age of consentis 16.

1 For whateverreason, the daughterhas visited Planned Parenthoodand received some prescriptionsfor
contraceptives.

1 Laterin the year, the daughtervisits an uncle in Virginiawhere the age of consentis 18.

1 Sheisinvolvedin an accidentin Virginia, and the emergencyphysicianson the scene want her records
from New Jersey.

1 When the Virginia physicianssee the records, they notice the contraceptionprescriptions.

1 Becausethe age of consentin Virginiais 18, does the Virginia physicianassume that child abuse has

occurred becausethe contraceptivessuggest sexual activity? Are they then requiredto reportit to
Virginia criminal law enforcementauthorities?

1 Doesthat mean thatthe parentswho rush to visit their daughterare arrested for child abuse or negligent
care once they step foot in Virginia?

So far, all of the people smarter than me have only pregnant pauses to offer.

This exampleis not as hypotheticalas it may seem. In September2006, the Indiana Medicaid fraud agency
unsuccessfullysought the patientrecords of Planned Parenthoodof Indianain an investigationclaiming that
the organizationfailed to report child sexual abuse. In that case, the child abuse was defined as a minor
having sex before age 14.

In 2003, the Kansas attorneygeneralissued an opinion that any sexual intercoursewith a minor was sexual
abuse as a matter of law regardlessof whetherit was consensualor with a peer. It was challengedin court.

State and federal laws may force doctorsto violate the physician-patient privilege. We are likely to run into
analogousproblemsin other areas whereverthere is no uniform federal law, such as domestic violence and
substanceabuse to name but two.

What can we deduce from these gaping holes in our approachto EHRs?

We already know that privacy laws are piecemeal. We aren't going to do anythingabout that. But we have
failed to realize that many other laws that interact with the health care system are also piecemeal.

We are only asking for trouble when we pretend a multi-trillion dollar industry operatesin a self-contained
legal and societal environment.

So at the end of the day, we can continue to make the transitioninto EHRs in a vacuum and risk being
sucked into a vortex of unintended-- but easily anticipated-- lawsuitsin other areas.

Or we can start a practical discussionof how EHRs will interact with other laws outside the narrow confines
of medical confidentiality.

Patients will take little comfortin knowingthat their medical records stewards did not sell their data to
marketerswhen they their rights in court have been compromised.

Readersare invited to send feedbackto: ihb@chcf.org
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