Subscribe Currentlssue ArticleArchive Events eNewsletters GiftShop Advertising JobBank Search Home

‘ Coding ‘ Compliance

Security

LEARN MORE

Patient records av ailable

amytime. From amyw here.

Humanly Possible.

B0 2000, AN righis. ranmnd,

eHealth ‘ EMR/EHR HIT ‘ HIM ‘ Privacy Issues Reimbursement Transcription
home | subscribe | resources| reprints | writer's guidelines .@' BUYERJS GU’DES
September15, 2008 AHIMA CORFERENCE ISSUE -

A HIPAACrackdown?
By SelenaChavis
For The Record

Vol.20 No. 19 P. 24 Medical Transcription

that our customers say is

As consumersbecome more aware of privacyissues, some
expertsare warningcoveredentitiesto expectgreater
scrutiny,while others suggestthat new efforts still don't
addressthe bigger picture.

This July marked a milestonein the HIPAA saga. For the first i
time since the privacyand securityrules were enacted, a covered entity was requiredto ‘77
pay a fine.

Seattle-based ProvidenceHealth & Servicesagreed to pay $100,000as part of a N Engianc-Mecical Tranicription

settlementwith the Office for Civil Rights (OCR) and the Centersfor Medicare & Medicaid

Services (CMS) that resultedfrom a joint investigationfollowingthe receiptof 31 when your:
complaints. coders take
off, let MCS'
Add to that what appearsto be an escalationin the criminalprosecutionof HIPAA- take over)) AL CODIN

related cases by the Departmentof Justice (DOJ), and many expertsare left wondering
if these recentevents mark a turningpointin HIPAA enforcement—an effort that has
been primarilycharacterizedby voluntarycomplianceefforts throughthe issuanceof
correctiveaction plans to covered entities.

“There is definitelyan uptickin HIPAA enforcement} says Mark Rogers, a Boston-based
healthcareattorney.“They [Healthand Human Services (HHS)] are a lot toughernow
when they comein to do their investigations.It was the number of instancesand the
amountof informationthat made Providencethe poster child.”

The Providenceexampleis certainlyunique, but a spokespersonwith the OCR is quick to
pointout that the outcomeis not a civil monetarypenalty but a formal resolution
agreementaccompaniedby a more stringentcorrectiveaction plan that has typically
beenissuedin the past. Under the plan, the healthcaresystemis requiredto revise
policiesand procedures,improvethe managementof off-site transportand storage of
electronicmedia, train staff regardingthe new safeguards,and submitcompliance
reportsto HHS for three years. The organizationwill also be subjectto audits and site
visits.

The action representsa notable step for many critics of the privacyand securityrules
who suggestthat the enforcementhas not been steep enoughto truly get the attention
of the healthcarecommunity.Others suggestthat correctiveaction plans have been
appropriatedue to the fact that the majority of the complaintsrequiringaction are
basicallyfor “sloppy security’ practices.

“People want to see OCR take a more aggressivestand. ... But are you going to slap a
criminalpenalty on a healthcareorganizationfor a minorinfractionthey are willing to
fix?” questionsDennis Melamed, presidentof Melamedia,publisherof Health
InformationPrivacy/SecurityAlert, an industrytrade newsletter.

As of June 30, the OCR had receivedmore than 37,200 complaints,80% of which had
been resolved. Of those, 6,648 cases were deemed appropriatefor investigationand
resolvedthroughcorrectiveaction plans. The otherswere either consideredout of the
HIPAA scope of jurisdiction,unfounded,or referredto other departments.

Is the HoneymoonOver?
The OCR says that more activity such as the resolutionagreementat Providenceis likely
to happen.

“It’s fair to say that in the first year or so, we were using educationand technical
assistancewith coveredentitiesto get them into compliance,but it’s also true that
coveredentitiesshould be taking responsibilityfor compliancenow,” says SusanD.
McAndrew,JD, deputy director of health informationpolicy for the OCR. “Enoughtime
has passed for entitiesto know what their obligationsare, and we have a variety of
compliancetools that we are willingto use.”



HIPAA's scope allows for civil monetarypenaltiesof up to $100 per violationand up to
$25,000 per year for each requirementor prohibitionviolated. Criminal penaltiesapply
for certainactions, such as knowinglyobtainingprotected health informationin violation
of the law, and are referredto the DOJ.

Criminalpenaltiescan reach up to $50,000 and one year in prison for certain offenses,
up to $100,000and up to five yearsin prisonif the offensesare committedunder “false
pretenses; and up to $250,000and 10 yearsin prisonif the offensesare committed
with the intentto sell, transfer,or use protectedhealth informationfor commercial
advantage,personalgain, or maliciousharm.

As of June 30, 436 cases had been referredto the DOJ, but only a handful of cases had
actuallyinvolvedprosecutions.Recent DOJ cases such as the one involvingAndrea
Smith, a licensed practicalnurse in Arkansaswho pled guilty to wrongfullydisclosing
patientinformationfor personalgain, suggeststo some expertsthat the tides may be
changing.

Rogerssuggeststhat the electronichealth record (EHR) movementwill furtherintensify
effortsfor more stringentHIPAA enforcementas the general publicdemandsmore
protection.“l tell my clients that the honeymoonis over. OCR gave an appropriate
period of time where everyonestarted to adjust to the rules,” he says. “It’s the adoption
of the EHRs. You put all the pieces of that together,and the governmentis sayingwe
have to protectthe consumer?”

However,accordingto Melamed, the reality of the minute number of HIPAA prosecutions
suggestsa deeperissue in that the HIPAA complaintsystem has played little or no role
in uncoveringcriminalconduct.“l have yet to see a case where a complaintfrom OCR
led to a criminalindictmentby DOJ,” he notes.

Melamed furthersuggeststhat, movingforward, the bulk of criminalenforcement
activity will occur on the state level.

“Now we’'re in a situationwhere the states are filling the void,” Melamedsays, pointing
to the frustrationsof those with complaintswho cite their inabilityto sue under HIPAA.
“There have been a host of state laws enactedin recentyears, and the states discovered
they had many laws already on the books. People are going to the state courts.”

Inconsistentprivacyand security laws on the state level are creating problemsof their
own, however,since it becomesdifficultto exchangepatientinformationacross state
lines. Melamedsuggeststhat this will furthercomplicatethe electronicmovementin
healthcare.

Rory Jaffe, cochair of the CaliforniaPrivacy and Security AdvisoryBoard, agrees, noting
that he sees privacyissuesimpactingand deterringthe larger health information
exchangeeffort rather than the EHR movement.

“It’s getting difficultto track where the informationis and whetheryou can trust your
partners, he says. “We're in a fairly unstablepart of this whole thing. ... It will certainly
all shake out.”

WhatDid You Expect?
That's the questionMelamedraises when critics point fingersat HIPAA, questioningwhy
the rules have not producedmore notable civil and criminalresults.

“What do you expectfrom OCR?” he says. “They weren't set up to be the criminal
enforcementguys. Their focus is on policy and procedure”

HHS believesthat part of the misunderstandingsurroundingHIPAA enforcementrests
with the fact that there are big misconceptionsabout the rule’s jurisdictionand scope.

Enactedto regulatethe use and disclosureof individuallyidentifiablehealth information,
HIPAA privacy and securityrules, on the surface, providethe first and only national
standardsfor protectingthe privacy of healthinformation.Among other provisions,it
gives patientsmore controlover their health information,sets boundarieson the use
and release of healthrecords, and establishesappropriatesafeguardsthat the majority
of healthcareprovidersmust achieve.

But the scope of the OCR and the CMS is limited, and statisticsreveal that the vast
majority of complaintsreceived by these departmentseither do not warrantsevere
action, are unfounded,or do not even fall under HIPAA jurisdiction,says Jaffe.

“I don’t think criminalenforcementfor the majority of issues [related to complaintsfiled
with HIPAA] would beef thingsup much,” he says. “Certainlythere shouldbe a lot more
sanctionsfor people doing this for financialbenefitor to cause harm ... but that's the
minorityof [cases] we are seeing.”

It's the high-profile breachesthat make the eveningnews and draw focused attentionto
the need for greater patientprivacy safeguards,Melamedsays. But the OCR is quick to
point out that much of the maliciousactivity that makes headlinesis outside HIPAA's



scope.

“If there were systemsor practicesby coveredentities that made them vulnerableto a
breach, that would fall under HIPAA,” says McAndrew,adding that for a complaintto be
filed, the general public would have to be aware that such a vulnerabilityexisted. “To
the extentthat a coveredentity is not appropriatelyand effectivelyprotectingpatient
privacy, that would fall under HIPAA,” she says.

That's where HIPAA has a huge blind spot, accordingto Jaffe, because “HIPAA only
coversthree types of entities—providers,clearinghouses,and health insurers?” Melamed
adds that since those three entitiesmust use electronictransactions,the rule is even
more limited.

Reachinga MovingTarget

Greatervisibilityof breachesand maliciousefforts to steal patientinformation,such as
the incidentin which 26 millionrecordswere stolen at the Departmentof Veterans
Affairs, will continueto raise publicconcern,says Melamed.

“We are startingto see a slightuptick generallyin the number of cases filed with OCR,”
he says. “It’'s a generalconcernover the nature of the breachesbeing reported”

He furthersuggeststhat focusingon the OCR and the CMS alone will not providea
completepicture of whatis really happeningbecause other federal agencieshave some
health data privacy enforcementresponsibilitiesthat go beyond HIPAA's limited world.

A spokespersonat the OCR points out that an analysisof statisticaldata since HIPAA
was enacted may supportthe need to expand the statute's scope or developsome other
strategyfor ensuringproper consumerprotectionas it becomesmore and more
apparentthat many areas of the healthcaresystemare not coveredby HIPAA.

Considerthe definitionof a coveredentity, Melamedsays. Because HIPAA coversonly
providers,healthinsurersand plans, and healthcareclearinghouses,otherssuch as
Googleor Microsoftare not governedby HIPAA. There are also the pharmaceutical
companiesto consider,and the list goes on and on.

“The focus of HIPAA is shortsightedand myopic. The way we regulate healthcaredata is
above and beyondHIPAA,” Melamedsays, suggestingthat what is missingis
comprehensiveprivacylegislation.“It’s an incompleteset of instructionsthat might not
have been aimed at the right people.”

Melamedsays the controversiessurroundingHIPAA's effectivenessbring up a number of
questionsand considerationsthat apply to the greater scheme of privacy protection.

First, he points out that healthcaremakes up a huge portion of the U.S. economyand is
much broaderthan just hospitalsand doctors. He questionswhetherthe privacyrule is
truly aimed at all the right entities, adding that the lack of enforcement—or the lack of
complaintswarrantingthe need for civil monetarypenalties—may point to an inherent
culturewithin healthcarethat is focusedon privacy.

“Was healthcarethe hotbed of abuse that we all assumedit was?” he asks. “It’s too
narrowa segment.”

On the other side of the picture, he says the complaintsystemis passive—it's
governmentbodies waiting for consumersto lodge concernswhen they may not have
the awarenessor knowledgeto know what constitutesa poor securitypractice.

“You can file with OCR, but there's really nothingin it for you,” he adds, pointingto the
fact that people can't sue under HIPAA. “Don’'t expect gratification”

Jaffe says regardlessof whetherHIPAA has addressedthe criminalside of privacy
breacheseffectively,there is still a range of activitywhere criminalenforcementhas a
place. “Given the spectrumof reasonsfor why people access health records, there is
definitelya role for law enforcement’ he says. “It’s fightinga differentbattle that we've
had with other policiesand procedures.The typical institutionis nowherenear perfectin
protectinga patients information?”

As the electronicmovementcontinuesto gain momentum,Melamedbelievesthe big
questionmovingforwardwill become, “Who is going to have stewardshipfor protecting
peopl€'s privacy?

An OCR spokespersonpoints out that even with its limited scope, HIPAAwas an
importantstep to lay the groundworkfor privacy regulations,adding that privacy and
security standardswill continueto improve harmful practices, especiallyas EHR
concernsheightenawareness.

— SelenaChavisis a Florida-based freelance journalistwhose writing appearsregularly
in varioustrade and consumerpublicationscoveringeverythingfrom corporateand
managerialtopics to healthcareand travel.
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